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Recommendations / key decisions required:
To approve the Bring Your Own Device (BYOD) Policy and T&C’s.

Reasons: 
The purpose of this policy is to allow greater flexibility to office staff and elected members. 
They would be able to access Council resources such as email and calendar from supported 
personal smartphones. Adoption of this Policy would enhance our approach to agile working 
allowing staff to be more productive and efficient.
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1. BRIEF SUMMARY OF PURPOSE OF REPORT.
The BYOD scheme to the Council will allow office staff and elected members to access 
Council resources from supported personal smartphones. 

The BYOD access provided under our licence agreement with Microsoft is delivered via the 
Office 365 technology. This will allow users enrolled in the scheme to have access to:

 Your work Emails
 Your work Calendar
 Your work Contacts
 Access to the External Intranet
 Microsoft Office Applications

The policy provides robust and clear guidance for staff and members who intend enrolling in 
the BYOD scheme. The terms & conditions of use must be accepted by staff before being 
setup to use BYOD from a personal device. This will ensure that there is no liability on the 
Council for the following:

 Loss or corruption of any personal data on a personal device
 No support or maintenance offered by the Council to any personal device enrolled in 

the scheme
 Council is not liable for any charges relating to using your personal device for work 

purposes e.g. call or data charges
 Personal apps on the phone are not to be used for undertaking Council work

Care should also be taken to ensure that staff enrolled in the scheme do not feel under undue 
pressure to work outside of their contracted hours, and the E-Learning module will provide 
options to disable notification after a set  time (e.g  after 5.30pm) if the users so wish.

The limitations of what can be accessed under the BYOD scheme do need to be understood, 
and this is by no means a replacement for a works provided windows device or in most 
circumstances an iPad. The BYOD scheme should be seen as a ‘companion’ device offering 
access to email, calendar, contacts and the intranet. The full range of Council data, systems 
and applications cannot be accessed from this scheme. 

DETAILED REPORT ATTACHED? YES & Terms & Conditions Document



IMPLICATIONS 
I confirm that other than those implications which have been agreed with the appropriate Directors / Heads of 
Service and are referred to in detail below, there are no other implications associated with this report :
Signed:  Noelwyn Daniel Head of ICT & Corporate Policy

Policy, Crime 
& Disorder 
and 
Equalities

Legal Finance ICT Risk 
Management 
Issues 

Staffing 
Implications

Physical 
Assets  

No YES No YES YES YES NO

Legal
This policy ensures compliance with the following legislations and regulations:
General Data Protection Regulation, the Data Protection Act 2018.
Acceptance of the T&C will be recorded electronically when a user enrolls in the scheme.

ICT
ICT Services will need to ensure that technology is kept in place and up-to-date to ensure 
compliance with this policy
Risk Management Issues

Compliance with this policy will reduce the risk of an information asset being misused. 

Staff implications 

This policy will effect all staff and elected members and they will need to be made aware of the 
policy and accept their understanding of it. 
Feedback from the meeting with Trade Unions was mixed where some TU reps raised 
concerns they felt this policy could be used by management to put added pressure of staff to 
be available ‘at all times’ if they have access on their personal phones. 

CONSULTATIONS
I confirm that the appropriate consultations have taken in place and the outcomes are as detailed below

Signed:   Noelwyn Daniel Head of ICT & Corporate Policy              

1.Local Member(s)  - None
2.Community / Town Council - None
3.Relevant Partners - None 
4.Staff Side Representatives and other Organisations  - YES
Several staff across the Authority have been piloting the BYOD approach for over 12 months and the 
feedback had been very constructive and supportive of this approach
Section 100D Local Government Act, 1972 – Access to Information
List of Background Papers used in the preparation of this report:
Title of Document Locations that the papers are available for public inspection
Various documents CFP (speak to HoS)


